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Before We Begin…

• First, as a reminder, the information we offer 
today is for general educational purposes only 
and does not constitute legal advice.

• Second, we’re assuming familiarity with basic 
HIPAA and HITECH privacy and security 
requirements so that we can move directly to a 
discussion of the practical implications of the new 
regulations.
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Today’s Goals…

• First, we will provide an overview of the more 
noteworthy aspects of the new HIPAA regulations 
which take effect March 26th.

• Second, we hope to calm any remaining HIPAA
hysteria. The new regulations are important, but 
are not game changers. Given developments 
under HITECH, they also were not unexpected.

• Finally, we would like to set the stage for future 
HIPAA webinars by offering you the opportunity 
to provide us with feedback on HIPAA topics you 
would like addressed in more detail.

Today’s Topics

• Breach Identification

• Business Associates

• Marketing Communications

• Sale of PHI

• Notices of Privacy Practices

• HIPAA Enforcement and Penalties
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Breach Identification:
What You Need To Know

• Under the old standard, a reportable breach was 
an unauthorized use or disclosure of PHI that 
posed a significant risk of financial, reputational 
or other harm to the affected individual.

• Under the new standard, all unauthorized uses 
and disclosures of PHI are presumed to be 
reportable breaches unless, following a risk 
assessment, it is determined that there is a low 
probability that the PHI has been compromised.

Breach Identification:
What You Need To Do

• Previously, we recommended including the 
following factors in breach risk assessments:
– the type and amount of PHI disclosed;
– to whom the PHI was disclosed; and
– the risk of further disclosure.

• Now, the new “objective” standard requires 
assessment of:
– the nature and extent of the PHI involved, including the types of 

identifiers and likelihood of re-identification;
– the unauthorized person who used the PHI or to whom the PHI 

was disclosed;
– whether the PHI was actually acquired or viewed; and
– the extent to which the risk to the PHI has been mitigated.
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Business Associates:
What You Need To Know

• The new definition of business associate covers 
health information organizations, personal health 
record vendors, subcontractors of the business 
associate and individuals or entities that create, 
receive, maintain or transmit PHI for a covered 
entity.

• Business associates may only use or disclose PHI 
in the same manner as the covered entity under 
the Privacy Rule and are directly responsible for 
breach notification and compliance with the 
Security Rule.

Business Associates:
What You Need To Do

• HHS/OCR has published a form business 
associate agreement incorporating the new 
HIPAA regulations at:  
www.hhs.gov/ocr/privacy/hipaa/understanding/coveredenti
ties/contractprov.html

• Covered entities should compare their templates 
to the new form.

• Business associates should require 
subcontractors to sign business associate 
agreements that track the new form and address 
the terms of the business associate agreement 
with the covered entity.
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Marketing Involving PHI:
What You Need To Know

• A marketing communication is a communication 
about a product or service that encourages the 
recipient to purchase that product or service.

• Previously, PHI could not be used or disclosed for 
a marketing communication without authorization 
unless an exception applied. 

• One exception allowed the use and disclosure of 
PHI for treatment-related marketing 
communications for which financial remuneration 
was received, provided the individual was given 
notice and an opportunity to opt out.

Marketing Involving PHI:
More That You Need To Know

• Now, marketing communications for which 
financial remuneration is received almost always 
require authorization from the individual, 
irrespective of whether they are treatment 
related.

• The few exceptions to this requirement include:
– face-to-face marketing communications;

– promotional gifts of nominal value; and 

– prescription refill reminders, if the remuneration is reasonably 
related to the cost of making the marketing communication.
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Marketing Involving PHI:
What You Need To Do

• Draft a form authorization to cover multiple, 
ongoing marketing communications.

• Implement or refine a process for tracking 
marketing communications and related 
authorizations.

• Ensure that business associates and their 
subcontractors follow procedures that are 
materially the same.

Sale of PHI:
What You Need To Know

• Under the proposed regulation, the “sale of PHI” 
was prohibited without express authorization 
from the individual.

• Unfortunately the “sale of PHI” was not a defined 
term and there was uncertainty as to how 
extensively the prohibition was to be applied.

• Now, we know that a “sale” covers the disclosure 
of PHI wherein direct or indirect remuneration 
was provided to the covered entity or business 
associate in exchange for the disclosure.
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Sale of PHI:
What You Need To Do

• Authorizations must specifically state that the 
covered entity is receiving remuneration in 
exchange for the PHI and note whether the PHI 
may be further exchanged for remuneration.

• Note that data use agreements for limited data 
sets must be brought into compliance with these 
requirements by September 23, 2014. 

Notices of Privacy Practices:
What You Need To Know

• Under the new rule, all covered entities must 
ensure that their NPPs address:

– uses and disclosures for marketing communications;

– uses and disclosures that constitute the sale of PHI;

– the right of the individual to receive notice in the event 
of a breach; and

– the right of the individual to opt out of fundraising 
communications. 
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Notices of Privacy Practices:
More That You Need To Know

• Healthcare providers must notify individuals that 
they may ask that disclosures to health plans be 
restricted when they have paid for an item or 
service out of pocket and in full.

• Health plans must include a statement indicating 
that they are prohibited from using or disclosing 
genetic information in underwriting activities.

• Where applicable, the NPP should address the 
right of the individual to receive an electronic 
copy of his or her ePHI in a designated record 
set.

Notices of Privacy Practices:
What You Need To Do

• NPP changes must be made by September 23, 
2013.

• Healthcare providers must distribute the NPP to 
existing patients upon request, post it on their 
websites and in their offices, and provide paper 
copies to new patients.

• Health plans must either (a) post the new notice 
on their websites or (b) distribute information to 
all plan members on how to obtain the new 
notice within 60 days of the change.
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HIPAA Enforcement:
What You Need To Know

• Civil fines range between $100 and $50,000 per 
violation based on knowledge and culpability and 
are capped at $1.5M per violation per year.

• Criminal penalties range between $50,000 and 
$250,000 and one to ten years in jail based on 
intent.

HIPAA Enforcement:
What You Need To Know

• There is a safe harbor from civil monetary 
penalties for certain violations that are corrected 
within 30 days of discovery.

• Covered entities are liable for the actions of their 
business associates who are their agents.

• Business associates are liable for the actions of 
their subcontractors who are their agents.
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HIPAA Enforcement:
What You Need To Do

• Reassess your HIPAA privacy and security 
practices by comparing them to the elements of 
the HHS/OCR audit tool posted at: 
www.hhs.gov/ocr/privacy/hipaa/enforcement/aud
it/protocol.html

• Keep an eye on the case examples and resolution 
agreements also posted on HHS/OCR website 
which show how covered entities can effectively 
comply with HIPAA privacy and security 
requirements.

• Encrypt your electronic PHI!

Questions
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Contact Your HIPAA Team
• Pete Enko

(816) 983-8312
peter.enko@huschblackwell.com

• Steve James
(816) 983-8374
steve.james@huschblackwell.com
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(303) 389-4667
jarrod.pearson@huschblackwell.com

• Kimela West
(314) 480-1731
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